QN1 Yzguidztn Ys2a3110
JUfww tenzan Ysgadidstn (anzww Snneuzn109y

nyz2o) sz, TnRsfuUs UL KR NS andi FOLZ Jung
vzaouna30593y, Sud lb&ima 2019

gicruzan
nyony Ny, Womeu a2 aunggduty Widaoudsntw

- 890w Anowwsadios naudiy wa: Fefinfusigzuariinaaciuas udos, sediumnd
61/zwg, A3oui 15 Nazfn 2015;

- §ymu Nnuedacion nﬂwﬁnﬂsjéqmscﬁntmsﬁﬂ, geducandl 25/ug, 90N 12
wnFzwa 2017;

- 99U ARnesjuIEnAnT:Iud fedutandl 22/ue, Agoudt 16 Jinsy 2017 Jadow
nuAndy wae @outmo 299 negof el TnQzfuUsUBL LAy NS,

AnnJud senacuz:;

Wi I
Dndudindioty
L. 30Usd3
eccusdamediol Jendsdgauste didvyndy, I8undu § nwdindy Adapduts, Tuys,
Wowzur @Rz auagINWIINIUSULINISULR cﬁsu,gmjsuaawﬁijjcﬁu‘caﬁn'i%ﬁ, fnusn,
(SuBtSidInIvelnReIn e nﬂuéqnﬁﬁﬂﬁuga‘cm %UU:ﬁu‘ﬁnﬁccﬁnﬂw:}:wsgé”qn, nee
ﬁﬂ?ééqu-éﬂaaﬂu et mn‘Zuﬁﬁﬁmuéqu—é’aamu UWierid B culk i dnorugznonaggto
(A Usn .
I1. s:fiuteendy
1. gldu (Web Page) tuaect]) neniugiacerantnsinlusycuusue1an, foran, fool
3, suww, 369, 159 was §UECUU§1J S ucAcn;
2. 1dutg (Website) st} a:ﬂué”qu S1037u figSuduely § grestiady;
3. zﬁs]cﬁu‘cg (Universal Resource Locator: URL) outeii ﬁoé‘usmﬁ'a’g‘inémﬁcﬁn 29
Usnoudios SlUlnesa zﬁ'?é?ummé%cﬁjéqw (3u: httpsy//) waz 0SS ucdain
(cBu: www.laocert.gov.la) fitdiazy WHucSuss;
4. 501y (www) ourect]y nuzsduty § (fonsudod zﬁﬁé”.qtu NENONelSEEISPaktY

aumzuu Hluinesa hitps;



5. (uBtd (Web server) tuiei()) ignsudodfiEantiwidiudendnmds Jdeufiv
Wstnsy AUHOSNUS LUt gEEsEE www;

6. sourolUsunsLRTiOSNWSULE (Web Server Software) mmeifi) TuUsans ufidni
(ot Smussd  deaEntideddnwarunWiodnmdugid S WUsensy
Apache ¢ Wsunsy Internet Information Service (1IS) for Windows Server EUUC'W:U;

7. WsansudiunxSuts (Web Browser) oueit] TUscmsuﬁ‘Eécé’uéqucﬁu‘cg *neéi9)
Jamutduduifisste www;

8. Wsansudzenitigduty (Web Application) ougitt]) Wstns udzeniiiintion: urdy
SrdunmuEutgs was Bafgidinelusens idunaSuts twdieswasubond Bu:
Bogieduddin 8 Bagiwdunauiin dudy;

9. azfutSmminniucduty (Content Management System: CMS) ouerti) Usunsy
A8 WNWiSmuinniy e fues) (Sutg dnandsudusan (Interface) S1goe i
J1eTUNUIRInIUANNIY Qe §uasuindy was Uuy) gadadiacirgginsoses.

10. mudrazfingyudwdinduty (SSL/TLS) méluaRan Secure Socket Layer S9usAiiy
vatinmneunEuoniiy TLS (Transport Layer Security) swentls (iintulagnwidiasiing
U enorudsntuluniwdsnw § ﬁjéquuﬁjm"séwémﬁcﬁn asnday fiens3 fu

Tsans LiiumasiinSu (Web Browser) g lsunsudzen (Application) Hi153m.

wingi I
N aae guagydutgtdifaoludantu

ITL nuoreudng aas ISmmdnnwidutgndaowudsnty
1. nuovEEuiunoUYsntwgeNduly
nuatceudsu el Deorudanty Usnsud 3 Sunsu Hafi:
1.1. NMUOTNLUGIULE
nuoneudiSuty aou@sniglUsunsudzyn was fio1dd1unwiinnzuuSute
Wiy, nongsuguiudnesyducBed aoutUcfsmuciiuEnadyudicduty e el
vrerisofiunuEnginoiuenty  dsnsugstuginiuanu: S unmswSuts. (Rzo3nrdasy
onzg1Endn 6 1 mmudy URL).
1.2. nuAnFuaorwsy twanay
deunadudS aouinJumenduiuesxduis (Bu: woutdueds, Wsansy
JrgnidineSuty was é".qucz‘ﬁjcﬁutg 5 vlwSufirisogedimin aoucﬁjqumcﬂymwﬁemcﬁn
Enfiucduts devntuidiudyulunwinddunougsizegugnaiy. (Rzesnidadaensaniin
&a &4 2 n1u3) URL).
1.3. nmuinditiunowdyiesstugnaiy
delune)Sugld  aouindtuno1uggIes ] tenay otlofiudutgfintaud, §n
«Sn, 2luBugiSWidingoin «a: godsuaoiundiumniunwtnIuynaamsuel



naSudd  aoutUgnmucaenuyatgieintulag, nauralinuIneeTUao UUS Witk S
Nutwanauerizdsun. (aresnedadensuindn &8 3 tuS) URL).
2. ndonsusuRsdingSuicdin
nAnnsusuasdingsuctidin aovdzAtin gt
2.1. muAnneusuasdingsuiiines) suy 2t “1a”

nauinnsuguassingsuddio degtduainnusuney was SHnwAnnsusuasfing
Sucdin udadndados nwguas] waz Nt TESudiin afindducdlin 299 WU 210
seiiutand 164/au, 395U 23 Jua 2012 (azesncdudysnsgwdndn & 4 mudy URL).

2.2. nufigehasdicduaotuusntutiudasfindSuddin

nmuG e finduaouUsa L ﬂ:3uﬁ'n']nei‘u:azﬁnt.im?umui]umccﬁ‘caéqumuﬁga’w
Qo8 udaintdiSusouaindatdem By foan, Aodngsy Wd-ee, Juenin § Gy
oo Wiy # % § @) awyeowsiodudiesiazdindwgise 12 Aodngsuduty, daou
datiudeun § Tudnzuien wa: Safinswnmign dufy edeyfiuniucar2uyy.

2.3. nuduiunudsucdigyunEsnsusy
m:uiljuccdjé”:.uuunmfﬁjmzugua:ﬁnﬁéucﬁcﬁnmnﬁj t.";?u’lﬁﬁmuazﬁné‘ﬁucﬁ{ﬁn Giogl
nuusTBuneUnUSUEUIS LY ©Rr Snwcindey deuddnududufofy disdieiiud
UWitjusFrgaecErungucdizyy.,
3. nwudanytdiddnwSuumniSuty
nuclend WwiddnwSunduts agudsFuluniudady, Sjen wae Judycdutg O
(fngetms Aendibunsfivdasiud:Sinnmn, tUstnsudsgnAUWioSnudSutg § siu
O3mwSonmiSutg eoutiRsuicdsng WiddnwsSuuindSuty cudoute Gt
3.1. suzuunWTROINwSvNSug

n. suguunuSutnutgsoufiu (Shared Hosting) Asderigamac wrid e
wendnfinmugagemantusans udsynai S igee i 1EHEnav.

e. sucuunuSutiniSutgruudias) (VPS Hosting) swindSmmwinniuiiiie, fo
MytUsunsudsen «az Judjeineauontdauaoiutieniu deuiiSudsfiuTuna: didudiSn
sigcaume Nazd@gfunsfufiucSugSon.

a. sunuunuSuuneSutgreuueniSuigidasi: (Dedicated Server) axJe11g4101)
ccdﬁa’ayéna:ﬁumuﬂsjﬁuaaw:ijr-nnmuﬁn‘t’-wﬁm"ma'sﬁmo’esgc;‘iukgésu‘cﬁ.

3.2. nuionmtumgetod

dUWiodnwsuuinduty eouluslovedueorudentuwgdnZoru lunwdsifivaoy

umeidioamnsetng § derfiuaoluimumed.
3.3, mulousheuwgyy (Remote File Transfer)

nleudhedwiyy azndvdiereeydlgdd3ni was dldanmSudinduty aoul
nulitSnmwtsudwdynagin Secure File Transfer Protocol (SFTP) tilnmiimzdin Tu
nuisudneuesyuldideoudenty.

3.4. nudzmventudiSuuts (SSL/TLS)

aounonaeudi tddnuSurndduty  Onutriddn nudgwdentudiSuSuts
SSL/TLS & &), tamndioSnmsSusndutsg O OnauidEnwaanio Gi803nw fadudes
W tuSuseniudsmsn tutuuceininsin (SSL Certificate) AN Widanusuy.
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3.5. nushsajsyy ue nuEnanSudd
03N wSuuintduts aauﬁmum’nsajéquuﬁjtﬁucé’cﬁ gl Wunaue uaajeelfiueng
gzminzel TeSiy SAn31cidos nesyeradiivfinRnugunidyusiognmnSud
3in geducandt 590/, 3958 18 Sngawt 2016 (Azegncduiigsnamudioda 24 5 SRITAL
URL).
3.6. MudnadamugldiiSnuEumdutg dedinmagnedy
GUitSmusudindutg soulgennilunufind@swsswe § Jojsugwsuingsu
dza191 ?uﬁa:ﬁﬁn’;‘léﬂﬁmuﬁsgmnﬁnﬁ:ﬁ"'mu esnarugoucie nas ccﬁ‘cecmngncﬁuzﬁ'
tindufiucutges)fiv.
4. nudenasivdSmuinncSuty (Content Management System: CMS)
nucSenaziuiSmuinniucu e Jaowdenty aovdeditin Gon:
4.1. nuclenguiudiniingodsfiunmEnanoludsnty
flinnsuReJudImwannuduig noudcen:zrunusiinidodly, niudsenoruUen
tw (Security Best Practice) ((: SlUsunsutdy (Plug-in) mund1udisiniuzsgd hddniusy

v e o

tncSute waz 808N, (assgnBrdinsn:amEnfn &6 6 nwi) URL).
4.2. mudendduasduidmuinnmduty
W1y uRe dnmnzurSuty aoutdenuda:luddnmwSanuduiy zﬁ'ﬁqnu:mu, fnay
UUQjccﬁkeéﬁnQSJ e 299100 epudnnad.

IV. nusunaxdutg tdidaorudentu
1. nudzertusansudiduSuges
ﬂ'IlJI’.-‘"Isjﬂl'ITUS[[ﬂSJJﬁ'IﬁUEﬁUEQ[STZﬁﬁﬂO'I.UUSﬂ\iU aoud&On A9l

1.1. Sutnntusansuriigg &Tudutdd ahjﬁ singzeod;

12. rinlin?dinedd@on § niuscnigaorudowngsaziu (Error Message) H%iusfin
gangufiyduty tfiogRindniu:Bigeenastinigdaorunindeuininn Wdugyudunuty
nutlautiaziucSucsd;

1.3, 30nu § ouoniRusesyy, oitdy, asfudediiona, tstnsudu (Sudd was
Wstnsudyy lowrfiodntunmdutny § soouwdyy degznontunwéivm wae
NoNNIN0ILUSNTL;

1.4. nan:}suau (e Ju ldsunsy, szé vy, Ju8its AOEE 90 cas JudAintg)y
azmdnynudndiizeSuidc3aigeo;

1.5. nonasu «ax Judisndufiues) Snu & ouondiuedyn, Suwdny, fitesyy
«az asdiow fudsuiiudSucsds;

1.6. vinlin nowesudidio § a:fingSuddingsms WicrgEoSnwaundwiirduds;

1.7. ﬂnmucéﬂcﬁjmaUﬂaue].ucﬁurﬁcSm'l:]tnzﬁ'ﬁﬁ'lcﬁu (5u: Remote Desktop, VNC, SSH,
Telnet ttz §u3.

2. nuijameduddmuSonuduty
nudisensiudSmuionmciute bnorudsnt aoud:aia b

2.1. Agyrilndonuig)u (Permission) € ﬂauqunnucéﬂcﬁj (Access Control) uﬂaéqu

ti997) TdicourEL;

»
o

2.2, sovdudiweyy @ Encdnmudnfiiysens uidu Gowdy «az % g0
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2.3. Aoy «az Judg :ludSmmRnonuedutggdudst;
2.4. nﬂa‘tan1@§qu wae EIULJj;]:GUiJﬁmm%nmuqmcﬁu‘car@ﬁnm:u'mm"“ﬂﬁu;
2.5. v, U5u8 «ae Rufindwiiuglig fuunmudodsasdudSmuonaudSutaludiondy;
2.6. UsunzR7] Table Prefix 293n1u§.qmﬁ'm?un:ma"ajmuﬁnﬁgn:ﬁu&ﬁmmﬁnmucfw
2. Aoy € ua:duddmuionweSuts WordPress [:inmu57unn:a1) Table Prefix 0
Byfiucious wp o Wsuitugsy el Witiu:ArSwarnngitigtagdn e viatenudyy.
3. mudseslunugyy
nwuﬁgsim:ﬂunméqu?uﬁﬁaowdsn‘cw aoud:Gin Gyt
3.1. Gigeln gryenigstwazecilusans udzen ws (Suidd ﬁﬁjoé93c§1cﬁjn:ﬂunﬂu§qu
Wi,
3.2. Sgeeoruusntugsinusyy Wnweougunmuip:dunwiyy dedtbiigho
Wedafynwdyy u: asdudefiv (Firewall) cdinidiudi;
3.3. nongeu w: Janwodnmtuasiunmén fidddy § HYatg;
3.4. nongsu Az Su TuBE AOYEINWEIM esnAmasiun S LUMU AL @R
10t
3.5. 90 § Ujuasfiouwdugls fuwis sfiuniwdofisa:dunmgyucdedy;
3.6. rinfnendofigasiuguéyy WedesnuinitgigSutiugit iasdiau;
3.7. nongsu a: SudreBonto (Temporary File) fitind1sdutuazmsrmnaudndignsdunm
Sun;
3.8. (ul:Snfwultitusens uasfunugyuinotusniug) deyituytustns Lo
Ui toigirgnzc0l;
3.9. riindnHidugdigyn «az: mnaauqun1uc§‘1rﬁ3a:ﬁumu§qu?uﬁcw1:ﬁu;
3.10. AsdindddiutsWasiunsyu depdRefiodufandttdaan.
4. naufisein Server-Side Script Engine
nwiaen Server-Side Script Engine Widaotuusntu aoudsdiin i
4.1. ﬁﬂﬁnﬁoﬁmnc’éﬂcﬁjmyéuu, iR | unanmuéqn Wiandiey;
4.2. finfineindinfy Server-Side Script Engine ﬁ?zﬁa:ctﬂjéqucﬁéu (Version) Tu HTTP
Header cfiqcducSS;
43. riafineindnfly Server-Side Script Engine {ifinmuszxaiaieasesndyy § =swny
Se01u80wi0 {Error Message) Em'ﬂ:)lm:ﬁ:cmjéumﬁﬂﬁﬁﬂc'ﬂuctﬁﬂﬁu;
4.4. tigyluy) Server-Side Script Engine Wicue38u (Version) Tigingn.
5. nwrinin aRs Snaadinedau
nauriafio cas Engmazfndn 6 dnoiudsnty eoud:ada Gii;
5.1. mudggmsdingiu aoulilazfinfisusoy war antditdun By Sotan, Sodngsy
(Tmei-tioe) waz Huendn § e DUy # % $ @ daolisy 12 Gosuty;
5.2. eoudguastiodwedgoiios 3 (oudis;
5.3. Ufiusdingty fidtdeasfinducdieSuc;
5.4. mndadudieqfivafind  aoue tusucuuitdimsfiody  auunnzgdUaoIL
Jantwrinlntd (azosacdalpenzawdndo 24 7 mauds URL).



w111
Jrnnznudegnunmutaufdutg

V. vianeniudesfiunmiauiduty
1. nudgmnunwiaudiusucuy SQL Injection
Uz 2:d961189 SOQL (21%tn1) Input Form chigoiindu EnWigruandacduniusiig
?ua:ﬁumué".qu‘cﬁ Tnetiueady SOL 3u: Insert Update Delete 8 éw%gﬁna:ﬁunwuéqn.
nudggiiunulauficuu tusucuu SQL Injection naudsfidn God:

1.1 conend) qae deiuoy niudtuouiivesnamiiy (Rsesacdudensamindn 25 8

ﬂ'l.U.%j URL);

1.2 nongsudyuitdsu reuasts uoududodatiudfinuigdiu «a: Sy desuouniy

dnmzuadutg idaowdsntu;

1.3 £yutiSuusamnuaeusn a0y Encoding ) Sanitization risuicdieaeuouuzuon

By (azesacdudensadindn 87 9 mud) URL).
2. nudesfiunmtaudTusutuy Session Hijacking
ndlesfiunalaudAtusutuy Session Hijacking aoudsdidia Hoif:

2.1. (812:5i03u Session 1D zﬁ'ﬁé".qumuéusajﬁaﬁuzsjr.j‘(é{)ﬁmu;

22. finln Session Timeout Wtauscaaificouezdy efloyfiunmiaufsucuy Session
Hijacking;

2.3. riincoar was Goen Session ID Hiarncdatden gz 8y

2.4, rivfionaudEen Session ID ADnwERediodo Sy nm%géuudmiutmen HTTPS
thietiogfiunmdndEeyy (azssnedufixenzamdindn 24 10 a1ud) URL).

3. nwdasiunmtaudtugucuy Cross-Site Scripting
nudefiunautauftusuruy Cross-Site Scripting eouUsdUin (ia83:

3.1. nonasuniudeoudyuEituciuts (Input Validation) risudiaz3jundzuouiudiody
figafgetoissyuindulga (Upload) Ydmstreueniuiugenudiu i, docx, xlsx, .pdf
tMudidieniuciniiy;

3.2. naoasumuéuéqugnﬁﬁg (Seript) Hindnn:d Wuduneaedcuty toutildes
mredIuFueEndeEn S < <> 2 & # 7 Widluwikr HTML Character risu (3u: (fiajoute
gend “<” novtugatiy “& 1t udy;

3.3. nanﬁsumuazcmjtﬁuaejéqu (Output Validation) (fstiasfiuniugscnigaatudinuin
(Error Message);

3.4. findaonufisein (HTTP Only Cookie flag) tfiatiogfiuniucgatijen Cookie 2993uts.
4. nmdsyiunmlauitusunuy Cross Site Script Forgery (CSRF)

nudiegfiunmiaudtusutuy Cross Site Script Forgery noudsfitin &a5;

4.1. finfion?891 Unique Token s/ nongsy Referrer Soufiunwdigyy § 6153

thucuusl cz‘.“jsnonasuéqucczﬁ5;|zﬁm'qmt§?é3m;

4.2, rirfionw{g Captcha cﬁsﬁg?ﬁuﬁoﬁuasgn’;‘iégm.

5. nmﬂsgﬁnmu‘huﬁq1nn1ucﬁncﬁuéqu§u (Sensitive Data Exposure)

naudenulaudniudodioe yuldu eoud:idn Q9



5.1. beourihofigiSutgfinndintdie sr3unmuzuijoivduty Weddmminnudutg
(Administrator Control Panel Web Page) (g1 /admin.php @ /login.php Juiiv.
5.2. senuuu Az eougu UligswnizaorucAgfioy §  eaoudowin (Notification or

Error Message) cﬁsgmndm”;d:53s"wswmzﬂ'z?ééﬂawccﬁjcﬁeuﬁjma cﬁetdaﬂuéqmﬁumu
wnml=sufia:iudute;
5.3. Inn1u?8ymu Autocomplete TutuuLeudEuzsduty (Bu: cuus UnuSinusy §
cuds uniuEnnassinagnauy udy;
6. nuEmsdingyudsnirduty (SSL/TLS)
gwlvineea SSL/TLS eoudenniuiasdind oty Wi Daorudentudoniiy
rrutisingiy Gai:
1) Bududofiugsydudd;
2) Sudutofives digidny;
3) (Braedinduuiitaluniy Su-8 SyuRsuts.
7. nmuingtuSusagaaininsin (Certificate Authentication)
naui?8uSuseqerintnsiin WidsAtindai:
7.1 Saned3y (Version) SSL/TLS ftdSunutiuy) wa: witedwaotusatugiizo;
7.2 fofigtudusegedininsin cz‘.’fs‘éuU:ﬁuﬁ1uaanuU90?u§qnc50‘ca;
7.3 rinlineindndyfirisofiu SSL/TLS disnonasunotwiindsizs)lusussacininsin;
7.4 UnidnarluSusapadninsUnaoud:ddod:  nonasustnwiiges)lusussis
Sninsindiudzd, dewnmiiges)tususserecintnsingiuf (Jetrivlinety «a: non
seusyudthitdniy WwsuseyaiEntosing s,

VI munannafinog ez Suld Hutwgneiuduty
1. munonnidoniu norudsntweduty
nmunaamGnounatueniuegySute aoudatin G15:
1.1 (Sentusuns udioiuded 4 JeAdnnaueeusin[m aumﬁnﬁu €z writennIniEy
a8 Lo,
1.2 sumnTUscmsunanmsuaunmsg?mcchag:umﬂ:an cwsnanasugsﬁma‘tuu*j
1.3 drsedunniy risun T8 tUsuns unonasusiings) stieyfivdunsfutcSuss;
1.4 ‘Ea‘tUscmsumwnamsﬁdscms.ueu‘cu ?Umunonasueunwej cusUjuijt.Jum‘m
AMNNIUNoNAsUULE (azesn@aljen:gwEndn S4 11 nudy URL).
2. nwsultweneiucduty
nwsul e ccn‘cacmnﬂmﬁummnaunumu‘ca wugeendy 03 fasd G5

2.1 (Sutgtinynan «as nougy (Intrusions)
nwsuJtuoarfinmongonuidutgfinunan s aovgu aoud:aln Gad:
1) Bomucdsuhesyduts;
2) Srirdyudingosesfiuniuynan WeuilgSwciu: Web Log Sourcecode Database;
3) nongsugaininulaud ca: 2991md AO%uSute:
4) FpotieSutacuy Static 20910 was UUENSRNSUEE T (deda Ny,
nadndudduty wag ‘Ezﬁr;rejuasga:Duﬁ1cﬁumuccﬁ‘c25umﬁu§uﬁ‘cU.



]
[+ 1 €3 Ao LAY as

5} Usuaugniuiisendudd  diegnaotudsy wae Jegfivoldilduiivgyucigg neuis

>
a

Y
3

Sudide;

6) ﬁﬁuu]nTUsccnqu:egmﬁ'n'jaéSjﬁuéqULﬁutg s muéqu Suteriousiafiasin
ynan;

7) nonssugenimozedute Neusiwiaintaud (Hearitegaimoze 1 duts;

8) Dudinunoniy gaz Suneunidduniy Adinduiigebo s Edusyulunmdeiiv
Az Nz dsuritesouiv guaefinfy kas aritecmogndunias oo,

2.2 (Sutgfintauftugucuy DoS (Denial of Service) taz DDoS (Distributed Denial of

Service)
Wzl (Sutgtintaudlusucuu DoS (Denial of Service) tas DDoS (Distributed

Denial of Service) eroudzdtin iii:
1) DonuEsudesgdute;
2) ﬁwcﬂné”quzh"ﬁjoé:ajﬁumuqn;;n (fig 83 (Zu; Web Log i Firewall Log;
3) nonasuteanted fioindytatuniudgyuwSudSouudodnn:s;
4) DoRunEafgamnmiscantedirio - «ae wAgma tiddnugucdicio (domun
nenuseISutunasifisusnsuiisfiuesjmiou drwnserSudsSumguuinoge td;
5) fiudnmoniu oz Sungunmudatiun ffnSudignto s g yulunwiesiiv
ez 2ol guReHiofiv cas writemngnadunmasudond dedaduncritegoy.
2.3 R:5i088udiofnin (Domain Hijack)
hasTasdingsuddinnidn aoudsdin dgb:
1) tiuriginna fcindudigelin Bu: Sy, @su, I Tutoan
2) nongsufiutianmnsusuasdindsuiin WwnwdgucuiasdingSudcding
3) i WitiAnmeuguasfindducdiclin SugwrisofiunmiinindyuasdiogSudidio;

2
¢ o

4) ranSudofilunmddmasonmwadiogSuddiofus  WinongsugyuRTETunay
PuduBofiv «ar Uusdinay;

5) ufincmanay was Sungunmdciun HefnSudiqelio cfje?écﬂuéqu?umuﬂsgﬁu
Car NMUYzRgUiuniouufinsoss) tunasiRday.

o £ e o

uuRsiingSudicintndsy;

[

wint IV
L] - L o4 r L] R
NWS1s93 1A NMUUSNAI2UUASISUNINIULS

VIL nwdise) uas n'|ncﬁu%nméqvﬁazaeumaﬁu‘ta
1. mnﬁ%segéqucﬁu‘ta
deuaoducdd ﬂ:Jur‘i‘srﬁun'1uz’159jéuuuasajcb'ucé’cﬁehjmuﬁ'lﬁ:mﬁ Tneg1gyruuin
Ne1297 National Institute of Standard and Technology (NIST) ﬁjﬁ:
1) senggifudriniinnafioume;
2) endefivsyniiunmgHuen;
3) gengisfutuonigus louefirisods essdmne;
4y rindnand:dy wae 2surenaguuUtiun;
5) &0 aaz slwiesingodss;
6) tSuBSirisosesfuauouEiin;
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7y alenuesidugzite nyfinoue ke ndniin;

8) ﬂowﬁmﬁm:cuﬁammuﬁnssgéqu;

9) §umsuﬁnﬁu§3@u§quﬁﬁﬂ593 tEunudigiEnan «a: ndeny drgiozly;

10) SuneudidudsBusduntaSunmsinae § Jnwdivsng cistiBaorudntiuly
ntg;

1) §um8uﬁqﬁu‘sﬁuﬁudﬁquﬁﬁ"nseg‘cﬁ gundiesnualg i tdenfindey whaeind
nausele;
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